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Introduction T Please Read

BounceBack 17 is a powerful backup and recovery tool, if used properly. It may seem intimidating at first because of its m
features, but it is really simple if you follow these general guidelines.

Two Type of Backups

We have broken the backups into two different types; Image (for Disaster Recovery) and File/Folder based.

Image (Disaster Recovery) Backups

These backups, that should be run when BounceBack 17 is first installed, amiajfiesoftwareand operating system
upgradegsee Best Practices, below) ¢ KS&aS ONBFGS AYF3IS FAtSa 2F GKS SyidiN
0KS SYGANB 2LISNIiAy3a aeadsSyz AyadlrftftSR LW AOFiGA2yas R

Folder/File Basal Backups

These backups are what you would use to protect your current work. It is best to use these types of backups to safeguard
documents, pictures, music, spreadsheets, &ypically, these are found in your Library folders such as DocumeritsgRjc
etc.

Suggested Getting Started Steps

1. Of course, install the softwareThe license code is either on a sticker attached to the CD sleeve, emailed to when yc
purchase, or available online by logging into your account at CMSproducts.com then lookdrgdrs from the home
page.

2. Prepare a Boot CD/DVD or Flash driyre case of a complete internal boot drive failure, you will boot from this device
then restore your system from the Image Backup (created below). This has to be done only once.

3. Create anthage (Disaster Recovery) backufhis will create a complete copy of your internal drive, including operatir
system and all installed files/programs, etc. You can store this backup on the same external drive or other location
you store any other baclps. Multiple image files may be maintained.

4. Create and Schedule Folder/File based backups2 dz R2y Qi YySSR G2 (GKA& NAIKG |
losing valuabledatds 2 Y Qi F2NHSG>X GKSNB | NB 2 Llackups/olthedeypeB.NB | (i S

For detailed instructions on how to do each of the above, look for the relevant sections of this manual.



Suggested st Practices for BounceBack 17

Folder/File based Backups

A Create a rotation schedudackupmanualy onoreasedhe stabilityandh n i n ¢
performance of your backups.

A Schedule weekly Full Backups and daily I ncrement
A Use more than one device for your shegdaklytpasoidakbinge a |
point of failure.

A Schedule jobs to run after office hours to ensurt
interfere with normal procedures while it runs.

Image-Disaster Recovery

A Updat e Ré&ovena(BR) nages monthly. More frequent images are generally inefficient and less
frequent images can be outdated.

A DR I mages can be scheduled to run monthly by sct
Saturday) and setting it to run only every 4th day. This tells the software to run a DR Image every 4th

A | deal I3\DRimkgessmred®separately to avoid a single point of failure. Saturday.

A  Create a new DR image any time new har dwatyissuen r s
A 1'f your machine requires a hardware replacement,
(preferably identical) to minimize compatibility issues.

A Store at | east one recent DR i ma giethesetentafmseddud s i t ¢
disaster, such as a flood or fire at your business.

A I'f backing up to a removable device, keep one de
weekly. You will always have t he pajoedsasierus weekods

A Create DR boot i ahe st diskfvithmot werk actoss Bli@evices.



Getting to Know the User Interface

The user interface consists of a single main sakAeaesnToolbArtandah e
set of seven tabs.

Launch Button

Copy Backup

File

% Click here for job options

The Launch Button is in the tdpft corner ofBounceBacklt provides fast access to files and frequently used commands. From here, you can quickly cre:
a new job, open, run and save an exgjob, or import previous backup jobs.

Quick Access Toolbar

L] New Job
Cr [jq' Open Job

Open an existing job

H Save Job
Save the job

From here, simply click on the appropriate icon to create a new job, open an existing job or save the current job.

Tabs

- h=F

# Copy Backup Restore Logs Schedule Drevice Status

The Home tab contains convenient information about your previous ahdaeduled backup as well as useful shortcuts and the "Quick
Select" feature. The Backup tab allows you to select files and folders to backup. Similarly, the Copy tab allows yddilessaheicfolders
to be copied to another destination. The Redaiveenables you to make selections in order to restore files and folders. The Schedule tab



provides a means to schedule backup jobs to run at a future time/date. The Logs tab provides access to logs for préefmusineu

Device tab provides a meattsconfigure and view backup devices. The Status tab give you a method to view the progress of the current
running job.

The file lists in the Backup, Copy and Restore tabs look very similar to the Windows Explorer, which makes it familialy dodusa
Selected files can be browsed by expanding the drives or network resources in the tree view display -traititeslielit. Next to each folder
and file is a check box. These are used for adding and removing files from the selection list.

Note: The namefdhe currently selected job is listed at the top ofBbenceBackprogram window.

Launch Button

The Launch Button is in the tdpft corner ofBounceBacklt provides fast access to files and frequently used commands. From there, you can quickly cre
anew job, open, run and save an existing job, or import previous backup sets.

[ Openlob..

[H savelob
Save lob As...
Default Settings
Run Job...
Import Media...
1 DownloadsBU.nbk
2 Daily Backup.nbk

3 CopylmportantFiles_OneDrive.nbk

Exit

Iltem Function

New Job This will allow you to create a new job based on the tab selected.

Open Job This will allow you to open a previously saved job

Save Job This will allow you to save the current job.

Save Job As This will allow you to save the current job using a different name.

Default Settings | Default Settings.

Run Job This will allow you to run a previously saved job.

Import Media This will allow you to import badkp jobs that do not appear in the Restore View. These backup |
are usually created with previous installations of or from other computers running BounceBack

Recent Files List | From this list, you can select a recently used job.

Exit This exits the application.




Home Tab

On this tab, you will find the task window on the left containing summary information on the most recent and next scpechiledsy
the link to configure global settings and display the help file.

- "

# Copy Backup Restore Logs Schedule Device Status

Recent Jobs

() 2/19/2016 7:31:17 PM
() 2/18/2016 7:31:17 PM
() 2/17/2016 9:00:00 PM

e

Express Wizard

Start here to backup or restore your data

e

Mext Scheduled Job e
@ 2/22/2016 73117 PM A ‘ Image Backup

@ 2/24/2016 9:00:00 PM | » Start the Image Backup wizard

Cloud Backup

Backup your data online to the cloud

Run Job Open Job
Run a job now. ?]i Cpen previously saved
job.
Import Media . Add Network Device
Impont media into your x' Add a network backup
media catalog. - destination device.

CMS Products

For Help, press F1

Left panel items:
Click on any @ the "Recentlobs items to open the corresponding log file for review.
Click on any of the "Next Scheduldol}' items to open the corresponding schedule to view or edit.



Main selections:
The Express Wizard
The Express Wizard provides a step by step ntetbh@erform many common tasks available in the application.

Image Backup orDisaster Recovery
Opens the screen where either taginch Image Backup TodD{saster Recovejyor Sheduler application wizard may be launched.

Cloud Backup

Click Cloud Backugo setup a cloud backup device.

Utilities Section at Bottom

Run Job-Clicking this link allows you quickly select a specific Backup, Copy or Restore task to run. After making your selection,
click "Run" and the specific task will be performed immediately.

Open Job-Select this link to open a previously se\&ackup, Copy or Restore job permitting the job to be updated, saved or run.

Import Media - This link launches the Import Media function allowing you to add details for media not already saved tcetite curr
BounceBacldatabase. For example, media from another system or installaBwoun€eBack

Add Network Devicei Click this link to create a new network storage device. Once the device is created you can manage the device
well as all other deices lgficking the device tab.



Copy Tab

From here, you can create a job that will copy the files/folders you specify from one location to another. The differsmagitable allow
you to adjust the copy job to your specific needs.

What are copy jobsZopyjobs are combinations of directories and files that are selected as well as any of the options (including filters) t
go along with that specific copy job. Copys differ from backup jobs in that they result in the exact same set of files beingl"@pie
transferred to the destination device including: Hard Disk, Network Drive, and online storage. Note: Copy jobs DO NOffigesaibf

tape

4 Home Backup

Restore Logs Schedule Drevice Status
=l Desktop _ Mame ¢ Size  Type Modified o
E? E]elegrri:;f Fax File folder 11/8/2015 12:27:4.., o
- This PC IISExpress File folder 12/4/2015 10:44:3...
1 Desktop My Web Sites File folder 12/4/2015 10:44:3...
% Trm e OneNote Motebooks File folder 11/5/2015 11:26:4...
(1<% Downloads Quicken File folder 1/4/2016 9:23:51 AM
O Music Scanned Documents File folder 11/9/2015 12:27:2...
/& Pictures Urasenke File folder 2/9/2016 1:12:05PM
DE Videos Visual Studio 2015 File folder 119/2016 5:42:01 FM
%, Local Disk {(C:) ; ZTBDrives. zip 35KB Compressed (zippe...  1/8/2016 4:18:01PM L
= DVD Drive (D) [ Afshin.doc 14KB Microsoft Word Doc...  2/14/2016 8:33:06 ... r
O s STUFF (E2) @ Apr.pdf 327KB PDF Document 12/17/2015 10:57:...
[ = SeagatesTs (F:) ] Aug.pdf 332KE PDF Document 12/17/2015 10:58:...
[l s SeagatedTE (F:) [#]BMW_RT_Registrati... 7IKE FOF Document 12/1/2015 9:57:34 ...
o Network M| Calendar 2015 Gre... 43KB  Rich Text Format 11/30/2015 8:20:0...
@ Capl Stmnt_11201... 140KE PDF Document 12172015 12:58:...
CMS Mowve Announc... 34KE Microsoft Word Doc... 17142016 3:08:57 PM
Danaher Address C... 12KB Microsoft Word Doc...  1/4/2016 11:41:04 ... i
B Default.rdp 3KB Remote Desktop Co...  2/23/2016 1:5%:03PM
:E desktop.ini 1KE Configuration settings  2/12/2016 8:44:40 ...
Event 2016.docx 16 KE Microsoft Word Doc...  2/9/2016 10:27:01 ...
@ Failed Copy Log.html S8KE HTML File 2{16/2016 4:48:35 FM
@ Feb.pdf 326KE PDF Document 12172015 12:46:...
@ gp kroll credit.pdf 121KB PDF Document 11f17/2015 4:26:5..,
image00 1. gif 106 KB GIF File 12/23/2015 2:50:3...
IMG_2870.JPG 27KB PG File 1/18/2016 3:05:16 PM
@Inuolc& Supparting 10KE Microsoft Excel 97-...  1/12/2016 10:01:1... i
[ Copy to... ] | Estimate. .. ][ schedule... ][ Settings ][ Run... ]

| For Help, press F1

Button Functions



" Copy To" Button

Click this button to display a dialog showing all available devices. Frem®, select the destination device and/or path you want to use for tt
job

"Make Folder" Button

By highlighting an existing path and clicking this button, you are able to create a new, empty folder

"Estimate" Button

This will allow you to find out the estimated number of files and size of the current copy job. Once selected a "Estimate" box will
appear with the following information:

Files

This indicates the Count (number of files) and Size (In Gigabytes) that you have selected for the job. Thisliy ésffal if the
size of a copy is an issue when attempt to copy files to external devices with limited space such as USB Devices.

Folders
This indicates the number of folders that you have selected for the job.

"Schedule" button

This buttonis used fo the schedule options. Within this window, you will be able to schedule the job as well as name it. You have variou
scheduling options including; one time, minute, hourly, daily, weekly, or monthly. You may also set the time and datehaf whenill
run.

"Settings" button
This will take you to the Advanced options for this specific copy job. Refer to the Copy Job Settings Topic for furtimatiorior

"Copy" button:

This button starts the selected copy job immediately.



Copy Job Options

Advanced Settings x|

Copy IFiIhers l Notification I Run As [ Network Credentials ] Custom Commands |

Configure the copy options.

[V] verify after copy

[¥]Enable Open File Copy
["]Enable Drive Letter Management

[¥] Copy empty folders

Copy Overwrite Options

@ Always overwrite

() Never overwrite

() Overwrite older files only

[ oK J[ Cancel ][ Help ]

Verify after copy

The files that are copied will be verified to make sure that they were written correctly. Selecting this option will increase copy time.
This setting is selected by default.

It is highly recommended to select the option to verify your data after a copy job. This helps to ensure that the copied data

matches the data presently on your system. If you do not select this option, and there is an error in some of your copied data, you
will not be aware of the errors until you go to access the copied data.

Enable Open File Copy



Select this option to have BounceBack automatically copy open files on the local system using Volume Snapshot Service (VSS).
Note: This option NOT available when running on Windows 2000.

Enable Drive Letter Management
Select this option to have BounceBack automatically select the correct removable disk device (USB)even when it's drive letter
changes.

Copy empty folders
Select this option to copy empty folders.

Copy Overwrite Options

Always Overwrite

Source file will always overwrite existing file of the same name on the destination.

Never Overwrite

Source file will never overwrite an existing file of the same name on the destination.

Overwrite older files only

Source file will overwrite an existing file of the same name on the destination if the destination file is older.



Copy Job Filters

| Advanced Settings

| Copy | Filters | Notification | Run As | Network Credentials | Custom Commands |

Wildcards
File Mask (separate by comma):

[ Indude Wildcard: l I

("] Exdude Wildcard: , J

Include Files with these Dates and Size

From To (including)
Created: |[C] 4/ 9/2015 [@~ [ 4/ 9/2015 @
Modified: |[C] 4/ 9/2015 [@~ [ 4/ gj2015 [@Fv
Accessed: |1 4/ 9/2015 (@~ [ 4/ 9/2015 @~

Size: [} I:‘

Exdude Files with these Attributes

| )

File Attribute Description
[7] Read-Only Files that can be read but cannot be written or del¢
[ Hidden Files that are not incuded in an ordinary listing.
[ system Files that are part of the operating system.
< | 1] | 3
oK ] [ Cancel ] [ Help ]
Wildcards

Include Wildcard: Enter all wildcards for files you want to include in the default job separated by a comma (example:
*.doc,*.xls,*.dat)

Exclude Wildcard: Enterall wildcards for files you want to include in the default job separated by a comma (example:
*.doc,*.xls,*.dat)

Include Files with these Dates and Size

Under this section, you can create an include filter by selecting dates that files were last created, modified, or accessed or by their
file size that you wish to ensure are included in your backup. This is helpful if you want to reduce the time or file size of a backup.
You may want to exclude older files that are no longer accessed or larger files you have already backed up..



ExcludeFiles with these Attributes

Under this section, you can create an exclude filter based on the file attributes: "Read Only", "Hidden" and "System". For example,
if you would to exclude System or Hidden files, check the appropriate box next to the attribute.

Copy Job Notification

Advanced Settings

Notification |Run As | Network Credentials | Custom Commands

Notification Options

[ Print log (Prints log file to your default printer)

[ E-mail
Attach log file in E-mail
(@) ONLY if operation had messages/errors/warnings
ONLY if operation had errors/warnings

[ oK H Cancel H Help




VDefault Settings X

Advanced Options I VMware Servers I Management Server
Copy l Backup I Restore I Notification [Filbers I Run As l Custom

Notification Options
[ Print log (Prints log file to your default printer)

"] E-mail | E-mail Settings..

Y if operation had messages/errors/warnings
if operation had errors/warnings
LY if operation had errors
Always
Program Updates

[¥] show notification when starting the program

Automatically update before running a backup

OK J[ Cancel ][ Help ]

Notification Options
Email

Use this option to receive job notification in E-mail.

You have the option to allow the logs to be e-mailed to the specified email address. To utilize these settings, you must first
configure the e-mail options by clicking on the "E-Mail Settings" button.

E-mail Settings



See section on defining your E-mail Settings



Print Log
Here, you have the option to print the log automatically to your default printer.

Notification Conditions

A ONLY if operation hadnessages/errors/warnings
A ONLY if operation had errors/warnings
A ONLY if operation had errors
A Always
Copy Job- Run As

| Advanced Settings

| Copy | Filters | Notification | Run As | Network Credentials | Custom Commands

When running a job, login using this account

@ Run as logged in user

) Run as spedific user

ser Name

oK ] [ Cancel ] [ Help 4]

When running a job, login using this account
Run as logged in user:



Run the job using the Windows login credentials in effect at that time.
Run as specific user:
Run the job using the specified credentials.

Domain Name: The domain name you are logging into.
Run as User Name: The username you want the job to run as.
Password: The password for the account you want the job to run as.

Note: The account information entered here is usually account you use to login to windows. However, you may need to
use a different account when backing up network/shared drives.

Important: If you have entered credentials you must click the "Check Credentials" button to validate the account you
have entered before proceeding forward.



Copy Job- Network Credentials

VAd‘."anced Settings

[ Copy lFilters INoﬁﬁcaﬁon IRun Asl Network Credentials | Custom Commands

Use this option to grant access to a network location, such as a NAS
device or network share with a spedific username and password.

Domain Name:

User Name:

User Password:

oK ] [ Cancel ] [ Help 4]

This option may be used to access devices on the network which require different credentials than the defaults. You may use
different credentials for this purpose than those set in the "Run As" Tab.



Copy Job- Custom Commands

Advanced Settings x|

| Copy | Filters | Notification | Run As | Network Credentials | Custom Commands L

Enter the command(s) or proagram(s) you want executed before or after a
copy operation.

Copy
Command(s) to run before the copy

‘ l [ Browse... ]

Command(s) to run after the copy

| ==

[ oK J[ Cancel ][ Help ]

This feature enables a command to run before or after a copy job

To select which program or command you would like to run before or after the copy operation, simply browse to the program or
command using the "Browse" button.

The benefits of this feature are numerous. For instance, one would be able to stop Antivirus scanning by issuing a
command to their Anti-virus program prior to BounceBack beginning the copy job. Alternatively, a command can be issued at the

end of the job to begin an anti-virus scan. Also one could issue a command to close a database at the beginning of a job and
reopen it at the end of a job.



Backup Tab

Using this tab, you can create a backup set that wilide the files that you specify. The different options available allow you to adjust the
backup job to your needs.

What are backup jobsBackup jobs are combinations of directories and files that are selected for backup as well as any of the options
(including filters) that go along with that specific backup. Backup jobs are used to allow one or more collections of fileskedeap at
different times. For example, one backup job could be created for accounting data, and another backup job catlebderciaportant

data that changes daily. The important data might be backed up daily or even hourly, while the accounting data could bp batke end
of the week.



-y

S

# Home Copy Restaore Logs Schedule
Backup Mame: | MyBackup |
Select Backup Source
=l Desktop _ Mame Size  Type Modified -
E? FETEES;F [ [#) 1093K_2015_1453... S43KE POF Document 1/25/2016 9:00:27 ... J
& [ This PC (1 [#) 1093K_2015_1453... S43KE PDF Document 2/18/2016 1:00:41 PM
[ Desktop (1 [#) 1093K_2015_1453... S43KE PDF Document 1/25/2016 8:59:55 ...
| Documents O [#) 170820150906 56F. .. 86 KE PDF Document 1/21/2016 4:24:55 PM
(] Downloads [ [#] 70842614.pdf 435KE PDF Document 1/14/2016 9:52:52 .,
O Music ] E 75976567 _1 (1).pdf 13KE PDF Document 1132016 9:10:21 ...
& Pictures ] E 75975567 _1.pdf 13 KB PDF Document 1132016 9:10:12 ..,
O m Videos O ﬁ'?zgzﬂ—xﬁfhmsi 1.31MB  Windows Installer P... 11/4/2015 8:58:21 FPM =
& Local Disk (C:) (1 [#) 9304064.pdf 32KE POF Document 1112016 10:37:1...
(] = DVD Drive (D:) (1 [#) 9304300.pdf 32KE PDF Document 1/21/2016 12:53:4...
[ s STUFF (E2) O [#) [Untitled].pdf 158 KB PDF Document 2/16/2016 3:449:43 ..,
[] = SeagatesTE (F:) [ 5 adksetup.exe 1.37MB  Application 1/6/2016 4:22:03 PM
[l s SeagateSTB {F:) (] @15 AP 10.31.2015.xlsx 33KB Microsoft Excel Wor...  11/9/2015 8:22:15 ...
i Network [ [#) ce securevaultsFIp... 1.20ME PDF Document 11/13/2015 8:51:1...
[14% System State O [#dean (1).exe 313KB  Application 11/5/2015 1:09:53 PM —
[ [l dean (2).exe 313KB  Application 11/5/2015 1:10:55 PM
[ [l dean.exe 313KB  Application 11/5/2015 1:25:12 FM
O @ CMS Invoice Movem... 44KE PDF Document 11172015 8:00:4. .,
(1 [#] cms Pooo110230.pdf 79KE PDF Document 2/5/2016 10:43:02 ...
(] & CMS PRICES. xls F2KE Microsoft Excel 97-...  12/2/2015 4:06:20 PM
[ [#) cRU_SCILock D5 _... 336KE PDF Document 2/3/2016 3:38:45 FM
O :B desktop.ini 1KE Configuration setiings  2/12/2016 8:44:40 ...
O [jdmssemp.exe 30,86 MB  Application 11/5/2015 4:56: 14 PM
O D'den_uisual_smdiuj... 2.91MB Application 11112015 1:23:1...
[ |#) Fa454566.POF 65KE PDF Document 11/13/2015 1:12:2..,
O [EFrilezila_3. 14. 1_win... £.24ME  Application 11/4/2015 9:06:13 PM
O [AFilezila_3.15.0.1_... £.25MB  Application 2/9/2016 11:29:53 ..,
O @Furm W-g (2014) - ... 87KB PDF Document 1152016 9:22:55 ...
i I I = = PR oo oRan Ao aml4 mmAr AL An. 45 mma il
| Badwp to... | |F:\DailyBU\Daily Backup_20160113192842 | | Estmate... || Schedule... |[ Ssettings |[ Bacwp |

For Help, press F1 ,:

You may select items from the "Select Backup Source" pane. Folders and voldinhesomithe left and files on the right. You may select a
descriptive name for the backup job by enter it in the "Backup Name" field at the top. This will allow you to clearly éetitijob on a
specific media.

Backup Job Name

In this text box, you aainput an optional name for the current backup job you are creating. Be sure not to confuse this with the filename
the backup job. The backup job name is essentially a descriptive name that you have assigned to the actual backuggfzufilmbhame



will be assigned to each new backup indicating the date and time within the name. This name structure is just one weyattizesypur
backup jobs.

Remember that setting a backup job name is optional and is meant to aid in managing backup jobs. For instance, under
the Logs Tab, which will be discussed later, a listing of previous backup activity can be seen. Each of these logs is indicated by a
Backup Job Name and a date. If you do not specify a Backup Job Name for any of your backup jobs, it will be a daunting task to
differentiate the several backups solely by the dates and times of each of the backups. Thus, it is highly recommended that you
assign a name to each of your backup jobs in order to ease your ability to distinguish the different backups.

Button Functions

"Estimate" Button

This will allow you to find out the estimated number of files and size of the current backup job. Once selected a "Estimate" box
will appear with the following information:

Files

This indicates the Count (numbdrfites) and Size (In Gigabytes) that you have selected for the job. This is especic
helpful if the size of a backup job is an issue when attempting to backup files to external devices with limited <
such as USB Devices.

Folders

This indicates theumber of folders that you have selected for the job.

"Schedule" button

This buttonis used for the schedule options. Within this window, you will be able to schedule the job as well as name it. You have vario
scheduling options including; one time, miauhourly, daily, weekly, or monthly. You may also set the time and date of when the job will
run.

"Settings" button
This will take you to the Advanced options for this specific backup job. Refer to the Backup Job Settings Topic fonforthation.

"B ackup To.. " button

Click this button to display a dialog showing all available devices. From here, select the backup destination devialagdiowant to
save the backup to

"Backup" button

This button starts the selected backup job immediately.



Backup Job - Settings

Advanced Settings X

[ Network Credentials l Custom Commands
Backup | Fiters |  Notificaton | Encrypton | RunaAs

Configure the general backup options.

[V] Compress backup files

[] verify after backup

[¥] Backup security and permissions (ACL)

[7] Automatically eject media at the end of job
["1Enable Open File Backup

["]Enable Drive Letter Management

[V] Backup empty folders

Destination: | l E]
Write Mode
Mode: lOverwrite media ‘ - }

Overwrite media, automatically format any blank or unrecognized media.

Backup Mode
Mode: Ful =]

Backs up all selected files, and marks each file as backed up.

[ OK ][ Cancel ][ Help

Compress backup files

The backup files are compressed to save space. Backup speed is decreased when this option is selected. This setting is
unselected by default.

Verify after backup

The files that are backed up will be verified to make sure that they were written correctly. Selecting this option will increase backup
time. This setting is selected by default.



It is highly recommended to select the option to verify your data after a backup. This helps to ensure that the backed up
data matches the data presently on your system. If you do not select this option, and there is an error in some of your backed up
data, there will be errors upon restoring that data if you should need to.

Backup ACL File Permissions
Select this option to backup Access Control Lists (ACL&s)in addition to file data. ACL& contain file and system permissions. This
option should be enabled to maintain system security.

Automatically Eject Media. . .
Select this option to have BounceBack automatically eject the media after a backup has completed (device must support media
eject)

Enable Open File Backup
Select this option to have BounceBack automatically backup open files on the local system using Volume Snapshot Service (VSS).
Note: This option is NOT available when running on Windows 2000.

Enable Drive Letter Management
Select this option to have BounceBack automatically select the correct removable disk device (USB)even when it's drive letter
changes.

Backup empty folders
Select this option to have backup empty folders.

Destination
Select the default destination device a backup for all new backup jobs

Write Mode
Overwrite media:
Overwrite all recognized media. Automatically format blank or unrecognized media

Append to Media:
Append to recognized media. Automatically format blank or unrecognized media

Backup Mode

Full

Backs up all selected files, and marks each file as backed up. This is the default setting.

Incremental

Backs up (and marks as backed up) selected files that have either not been backed up previously or have changed.

Differential

Backs up selected files that have either not been backed up previously or have changed. These backed up files are not marked
as backed up, however.

Snapshot



Backs up all selected files and does not mark any files as backed up.

Backup Job Filters

| Advanced Settings X

Network Credentials l Custom Commands
Backup | Fiters |  pNotificaon | Enaypton | Runas

Wildcards
File Mask (separate by comma):

[ Indude wildcard: [ ]

("] Exdude Wildcard: I l

Incude Files with these Dates and Size
From To (including)

Created: l[] 4/ 9/2015 Dvl l[] 4/ 9/2015 Dvl

Modified: I[] 4/ 92015 Dvl I[] 4/ 92015 Dvl

Accessed: ID 4/ 9/2015 [@~ | ID 4/ 9/2015 [@~ I

see: @[ 0| -] m[ o]l [+

Exclude Files with these Attributes

File Attribute Description
[] Read-Only Files that can be read but cannot be written or dele
[] Hidden Files that are not induded in an ordinary listing.
[] system Files that are part of the operating system.
< | m | »
Lok [ concel [[ hep |
Wildcards

Include Wildcard: Enter all wildcards for files you want to include in the default job separated by a comma (example:
*.doc,*.xls,*.dat)

Exclude Wildcard: Enter all wildcards for files you want to include in the default job separated by a comma (example:
*.doc,*.xls,*.dat)



Include Files with these Dates and Size

Under this section, you can create an include filter by selecting dates that files were last created, modified, or accessed or by their
file size that you wish to ensure are included in your backup. This is helpful if you want to reduce the time or file size of a backup.
You may want to exclude older files that are no longer accessed or larger files you have already backed up..

Exclude Files with these Attributes
Under this section, you can create an exclude filter based on the file attributes: "Read Only", "Hidden" and "System". For example,
if you would to exclude System or Hidden files, check the appropriate box next to the attribute.

Backup Job Notifications

.Advanced Settings X

Network Credentials ] Custom Commands
Backup | Fiters |  Notifiaton | Encrypton | RunAs

Notification Options

[ Print log (Prints log file to your default printer)

[T E-mail

A+ arh lna Ble in Eana
Attacn log file in E-mail

[ OK ][ Cancel ][ Help ]




Notification Options
Email

Use this option to receive job notification in E-mail.

You have the option to allow the logs to be e-mailed to the specified email address. To utilize these settings you must first configure
the e-mail options by clicking on the "E-Mail Settings" button.

Print Log
Here, you have the option to print the log automatically to yourdefault printer.

Notification Conditions
A ONLY if operation had messages/errors/warnings
A ONLY if operation had errors/warnings
A ONLY if operation had errors
A Always



Backup Job Encryption

-Advanced Settings x

Network Credentials I Custom Commands

Backup | Fiters |  Notificaon |  Encryption RunAs |

Encryption

Encryption will protect all communications between you and the required devices.
Your files will also be stored encrypted on the backup media providing the
maximum in privacy and security.

ore B

The secret key is your personal encryption key.

Secret Key

The secret key you enter must contain alphanumeric characters only and
between 8 - 20 characters long.

OK ][ Cancel J[ Help

Encryption
Encrypt Files on backup

Encryption protects files as they are backed up to the selected device. In addition, files are maintained encrypted on
the destination media for added security.

Secret Key

Encryption Key used for this particular backup job. Select a key containing from 8 to 20 characters

For added security, select a secret key that contains a combination of upper/lower case characters as well as
numbers, punctuation and symbols.



Select a secret key that you will be able to remember. If you forgot your secret key, you will not be able to
restore the data from the destination media.

Backup Job Run As

' Advanced Settings

Network Credentials ] Custom Commands
Backup | Filters I Notification ] Encryption ‘ Run As

When running a job, login using this account

@ Run as logged in user

) Run as specific user

OK ][ Cancel ][ Help

When running a job, login using this account
Run as logged in user:

Run the job using the Windows login credentials in effect at that time.
Run as specific user:

Run the job using the specified credentials.



Domain Name: The domain name you are logging into.
Run as User Name: The username you want the job to run as.
Password: The password for the account you want the job to run as.

Note: The account information entered here is usually account you use to login to windows. However, you may need to
use a different account when backing up network/shared drives.

Important: If you have entered credentials you must click the "Check Credentials" button to validate the account you
have entered before proceeding forward.



Backup Job Network Credentials

| Advanced Settings X

l Backup I Filters l Notification I Encryption | Run As
Network Credentials | Custom Commands

Use this option to grant access to a network location, such as a NAS
device or network share with a spedific username and password.

Domain Name:

User Name:

User Password:

[ OK ][ Cancel ][ Help

This option may be used to access devices on the network which require different credentials than the defaults. You may use
different credentials for this purpose than those set in the "Run As" Tab.



Backup Job Custom Commands

Advanced Settings X

Backup | Filters ] Notification l Encryption | Run As ]
Network Credentials | Custom Commands
Enter the command(s) or program(s) you want executed before or after a
backup operation.
Backup
Command(s) to run before the backup
’ | [ Browse... ]
Command(s) to run after the backup
l l [ Browse... J
OK ] [ Cancel ] [ Help

This feature enables a command to run before or after a backup job

To select which program or command you would like to run before or after the copy operation, simply browse to the
program or command using the "Browse" button.

The benefits of this feature are numerous. For instance, one would be able to stop Antivirus scanning by
issuing a command to their Anti-virus program prior to BounceBack beginning the backup job. Alternatively, a
command can be issued at the end of the job to begin an anti-virus scan. Also one could issue a command to close a
database at the beginning of a job and reopen it at the end of a job.



Restore Tab

Under the Restore tab you will firall the folders/files from previous backups that you can restore either to the original or alternate locatic

Restore Files By Time

This 'TimeSlider' view uses a patent pending technology to provide a single restorabét filgthout the need to setehe backup source
device. Using the slider, files are listed based on the range of time the backup has run.

Restore Files By Devicé his view displays a restorable figet contained in a specific backup. Use the device view in the upper window tc

select the location of the backup and the backup session containing the files available to restore.

¢ BEED IS
# Home Copy Backup Restare Logs Schedule Device Status

Restore Files By Time To Device Mode

Current Selection:
21972016 7:31:17 PM

2-m| ) c Name Size  Type Modifie =
= USEI;:S [0 | scansnapManager 1122
Dotuments [0  sDo-HE-41 1/30/2|=
O Do O @OEJJSZt_pIumb.pdf 3.18MB PDF Document 1/12f2
OneDrive [ [#] 1098K_2015_1453621413 (1).pdf 543KE PDF Document 1/25/2
O IE 1099K_2015_1453621419,pdf 543KEB PODF Document 1/25/2
[ [#] 17082015090656FINAL Altegrity Confirm. .. 86 KB PDF Document 1/21/21
O [#] 708426 14.pdf 435KB  POF Document 1/14f2
O [#] 75976567_1 (1).pdf 18KE POF Document 1/13/2
O [#] 75876567_1.pdf 18KB PDF Document 1/13/2
[ ﬁmm—xﬁ‘i.msi 1.31MB  Windows Installer P...  11/4/2
O [#] 9304064.pdf 32KB PDF Document 1/11/21
O [#] 9304300.pdf 32KB POF Document 1/21f2
O ] [untitled] . pdf 158 KB PDF Document 2/16/2
O [ adksetup. exe 1.37MB  Application 1/6/20
[ ﬁAP 10,31, 2015, xlsx 33KB Microsoft Excel Wor...  11/9/2
O |E| CE SecureVault3FIPSE. pdf 1.20ME PDF Document 1113 -
' 11 | b

Use this view to restore files up to the current time selected in the top window. All files backed up within that time will be available.

Import... ” Settings ][ Restore ]

For Help, press F1



-"_"\._I RRr=" BounceBack — O *

Home Copy Backup Logs Schedule Drevice Status

Restore Files By Device To Time Mode
Media Backup Type Created on Total Files Total Bytes  Location (Device]
= _,1 Disk Backups P
4| Daily Backup_20160113192842 Volume 1/13/2016 7:28:41PM F:\pailyeu =]
) 4| Daily Backup_20160113192842 20160... Volume 1/13/2016 7:31:54 PM F:\DailyBU
;i;l @ail‘,‘ Badwp Full 1/13/2016 7:31:54 PM 1675 2.72GB
_,.] Daily Backup_20160113192842_20160. .. Volume 1/14/2016 7:28:41PM F:\DailyBU
< | - B B T —— - H|' o ol
=0 e Mame Size  Type Modified
= Lisers
O Documents 1/12/2016
les
OneDrive 1/3/2016 ¢
4 | m | 3

| Use this view to restore files from a specific backup. Choose the backup by expanding a device in the top window.

[ Import... ][ Settings ][ Restore l

For Help, press F1 "

Why don't | see any media listed?

If you are unable to see anything populated in the media view, you might need to perform an import on the mediexplaicted below in
the import section.

Select Backup Job

From the Media View in the top window, you will see a list of available backups that you can restore from. Simply dedestihgou
would like to restore by doubldicking the entry and a lisig of the folder/files included in that backup will appear in the windows below.

The Media View - Restore Mode

This window allows you to view all available backups to restore from, based on the database of backup jobs and folder/file
selections cataloged within the database. All backups are categorized by destination type (Disk, Removable Disk, Internet, and



Tape) and further categorized by backup job name. This view is similar to the Media View as seen in the Backup mode. However,
only destinations with backups available for restoration will be listed.

Select Restore Item(s)

These selection windows are similar to the ones seen on the Backup Tab. Here, a listing of files and folders will lieatisplayleackup

job has been selected for restoration. Tily Gles and directories that will be listed are the ones that were included in the backup job that
you are restoring. In the selection windows, you can select files and/or folders just as you did in the Backup Tab whetegbthe files

for backup.

By default, if you are restoring files to their original location, files that already exist in that location will not herittesr by the
files that are to be restored. Check your Restore Setting to alter this.

Button Functions

"Import" Button

This butbn will allow you to import backup jobs that are not in the curBminceBacldatabase. Simply click on the button and browse to
the backup job that you desire to import. Once imported into database, the backup job will then be listed in the medibaxeailgble for
restoration.

"Settings" Button

This button will allow you to access some options that you have in the restore process. These options are discussed in Restore
Job Settings Topic.

"Restore" Button
Once you have selected the files, foldersjrives that you want to restore, you may press this button to start the restore immediately.

If you are restoring from a complete set of spanned media, you should always select the first piece of media as gbonatitst re
media.BounceBackvill prompt you to insert each subsequent piece of media if necessary. You must have all media available to do the
If your backup consists of 5 pieces of media and media #3 is corrupt/missing/damaged, yanWilbe able to restore data from the first
two pieces of media.



Logs Tab

From here, you can quickly determine the status of a Copy, Backup or Restore job that was performed.

S

Home Copy Backup Restore Schedule Device Status

Log Files
Cperation Job Mame Date/Time  * Errors  Warnings Files Selec...  Files Completed Size Completed ol
) Badkup Daily Backup 2/19/2016 7:31:17FM 0 0 g & 137.06 MB
) Backup Daily Backup 2/18/2016 7:31:17FM 0 0 5 5 59,21 MB
) Image Backup My Backup 2/17(2016 9:00:00 PM 0 0 0 o} OKB
) Backup Daily Backup 2/17/2016 7:31:17PM 0 0 1729 1729 2,77 GB
) Backup DownloadsBU 2f17/2016 5:46:59 FM 0 0 0 o} 0 KB
o Backup DownloadsBU 217/2016 5:41: 13 FM 0 0 143 143 897.59 MB
) Backup Daily Backup 2f16/2016 7:31: 17 PM 0 0 45 49 20,04 MB
) Backup Daily Backup 2/15/2016 7:31:17 FM 0 0 41 41 19,67 MB
) Backup Daily Backup 2/12/2016 7:31:17 PM 0 0 37 37 19,50 MB
OCODY 2/12/2016 10:21:47 AM u] u] -1 -1 5KB L
) Badkup Daily Backup 2/12/2016 §:43:07 AM 0 0 29 29 18,85 MB 3
) Badkup Daily Backup 2/9/2016 7:31:17FM 0 0 28 28 18,85 MB
) Badkup Daily Backup 2/8(2016 7:31:17FM 0 0 22 22 18,56 MB
) Backup Daily Backup 2/5(2016 7:31:17FPM 0 0 20 20 18,62 MB
) Backup Daily Backup 2/4(2016 7:31:17FM 0 0 20 0 18,62 MB
() Image Backup My Backup 2/3/2016 9:00:00 PM 0 0 0 o} 0 KB
) Backup Daily Backup 2/3/2016 7:31: 17 PM 0 0 1726 1726 2.75GB
) Backup Daily Backup 222016 7:31: 17 PM 0 0 14 14 59.81MB
) Backup Daily Backup 2/1/2016 7:31:17 PM 0 0 8 8 341 KB
) Backup Daily Backup 1/29/2016 7:31:17 PM 0 0 5 & 314 KB
) Backup Daily Backup 1/28/2016 7:3L:17FM 0 0 5 5 TITKB —
) Image Backup My Backup 1/27/2016 9:00:00 PM 0 0 0 0 0KB
) Badkup Daily Backup 1/27/2016 7:31:17 PM 0 0 1711 1711 2.75GB
) Badkup Daily Backup 1262016 7:31:17 PM 0 0 12 12 820 KB
) Backup Daily Backup 1/25/2016 7:31:17 PM 0 o 10 10 773KB
) Image Backup My Backup 1/24(2016 5:06:30 FM 0 0 0 o} 0 KB
) Backup Daily Backup 1/22/2016 T:31: 17 FM 0 0 & 53 633 KB
) Backup Daily Backup 1/21/2016 7:31: 17 FM 0 0 & 53 633 KB
) Image Backup My Backup 1/20/2016 9:00:00 PM 0 0 0 0 0KB
) Backup Daily Backup 1/20/2016 7:31:17 FM 0 0 1700 1700 2.75GB -
[ Configure Reports ] l Delete ] [ Wiew ]

For Help, press F1

The columns in the summery view include:

Operation: Includes- Copy, Backup, Restore & Import.

You can quickly determmthe status of the backup by the caloded icon next to each operation:

0 Operation completed successfully
©) Operation completed, but had warnings

® Operation had errors
Job Name: The name of the job for this log file



Date/Time: The Date & Time the sp#ic job was run

Errors: The number of errors encountered after running the job

Warnings: The number of warnings encountered after running the job

Objects SelectedThe number of objects selected before running the job

Objects Completed:The number of objds successfully completed after running the job

Size Completed:The total size of all objects successfully completed after running the job

You can quickly sort the logs view by clicking on the appropriate column heading at the top of the window

Button Functions:

Button Functions

Configure Reports

Click this button to use th@ummary reportéeature.

Delete Button

To delete a log file, simply select the log file and press the Delete button. To delete multiple log files, you may select more than
one by using the Shift and/or Ctrl buttons on your keyboard to select the logs and pressing the Delete button.

View Button

To view the log file, select the log you would like to open and press the View button. Alternatively, you may also sibiplglidtithe
log file you want to view. For further details, see U&ng the Logsection.



Configure Reports

Click this button to use theummary reportéeature.

Delete Button
To delete a log file, simply select the log file and press the Delete button. To delete multiple log files, you may select more than
one by using the Shift and/or Ctrl buttons on your keyboard to select the logs and pressing the Delete button.

View Button
To view the log file, select the log you would like to open and press the View button.afiltety, you may also simply doubtdick the
log file you want to view. For further details, see thsing the Logsection.



Viewing the Logs

Job Summary section

The top half of the log viewer displays the job summary. This section lists settindsamly to the job and a summary of the job status. A
disabled setting is marked with a red X', and an enabled settings is marked with a checkmark.

Events section

The bottom half of the log viewer displays the job events. There are four types of evertsMarning, Informational, and Files. Each type
can be shown or hidden by clicking its associated button.

When the log is first opened, the file list is not displayed. To see the list, click the 'Files' button. Each file batligtican be expanddo
display additional details about that file.

Saving as a file
Logs displayed in the viewer can be saved as either HTML or Text files.






















































































































































































































































