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BounceBack Data Transfer 14.2 User Guide

This guide presents you with information on how to use BounceBack Data Transfer 14.2.
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1. System Requirements
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Windows XP SP3 (32-bit only), Windows Vista SP2 (32-bit and 64-bit), Windows 7 SP1 and 8 & 8.1
(32-bit and 64-bit) MBR and UEFI *Except Windows RT*

1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor
Minimum 1GB of RAM (32-bit) or 2GB RAM (64-bit)

9 megabytes (MB) of free disk space for a one-time installation from the retail copy of the
installation CD or download

Screen resolution 1024x768 or higher

CD-ROM drive (When installing the software from a CD)

Internet Access (To download and install .NET Framework 4 Full Profile)

.NET Framework 4.0 Full Profile (Windows XP SP3, Windows Vista SP2 and Windows 7 SP1 only)

An administrator account to launch the software



2. Attaching your new hard drive to the Data Transfer Kit

You will first remove the Data Transfer Kit from the protective packaging. An example can be seen below
of the Data Transfer Kit once it is removed from the protective packaging.

You are now ready to attach your new HDD or SSD to your CMS Data Transfer Kit. The CMS Data Transfer
Kit can only be used to attach laptop HDD’s or SSD’s that utilize the SATA interface. The CMS Data
Transfer Kit does not support the PATA / IDE interface or desktop drives.

(Example of a laptop SATA hard drive alongside the CMS Data Transfer Kit)

You will align the SATA connector on your new HDD or SSD to the SATA connector found on the CMS Data
Transfer Kit and then push them into each other until you have connected them. Two examples can be
seen below. You have now successfully attached your drive to the CMS Data Transfer Kit. You may now
connect the CMS Data Transfer Kit to your computer’s USB 2.0 or 3.0 port.
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3. BounceBack Data Transfer Pre-Installation

1. Prerequisite software plug-in

BounceBack Data Transfer requires that Microsoft .NET Framework 4.0 be installed on the computer prior
to launching the BounceBack Data Transfer software.

Windows XP, Vista, and 7 do not have Microsoft .NET Framework embedded into the operating system.
Windows 8 does.

Our BounceBack Data Transfer software will queue the download and installation of .NET 4.0 if it is not
installed on your computer. Be aware that you will need an active Internet connection in order for
BounceBack to be able to download and install .NET Framework 4.0.

(Example)

BounceBack Transfer

Setup has detected that Microsoft NET Framework
is not installed.

Would you like setup to install NET now? (required)

.NET Framework 4.0 can also be individually downloaded from Microsoft’'s website.

2> .NET Framework 4.0 Full Profile (Windows XP SP3, Vista SP2, and 7 SP1 only)
http://www.microsoft.com/en-us/download/details.aspx?id=17718

2. Connecting your Data Transfer Kit to your computer

Your CMS Data Transfer Kit can be attached to a computer using a USB 2.0 or 3.0 port. The Data Transfer
Kit supports transferring of data through USB 2.0 and 3.0.

Note: Your new hard drive might not be detected within Windows Explorer because
the drive is not partitioned or formatted. However, BounceBack will detect it during
the target selection screen.

3. Disabling media devices that will not be taking part in the system transfer

We highly advise that you power off or disconnect any media device that will not be taking part in the
system transfer. This is done to prevent accidental data loss by performing a system transfer to the wrong
device. This applies to USB flash drives, other USB external hard drives that might be connected to your
computer, MP3 players, Cell Phones with USB mass storage support, and memory cards.

4. Have your activation code readily available
BounceBack Data Transfer requires an activation code. Have your activation code readily available prior to

launching the software. The activation code will be located on the warranty card. The activation code will
be in your CMS online account if you purchased a download copy of BounceBack Data Transfer.
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4. How To Install The Software

From a CD (With AutoRun Enabled)

1. Insert the BounceBack Data Transfer installation CD into the CD-ROM drive.

2. The Windows AutoPlay window will prompt you to make a selection. Select BounceBack-Transfer.exe.
3. Click Yes to launching the software and to the User Account Control Prompt (If UAC is enabled).
From a CD (With AutoRun Disabled)

1. Insert the BounceBack Data Transfer installation CD into the CD-ROM drive.

2. Navigate to "My Computer” or "Computer".

3. Double left-click on the CD icon.

4. Double left-click on BounceBack-Transfer.exe.

5. Click Yes to launching the software and to the User Account Control Prompt (If UAC is enabled).
From a Download executable file

1. Locate the BounceBack Data Transfer download file.

2. (Unblock the Executable - if applicable) Right-click the file and select Properties. A new window will
open. Click on the Unblock button found at the bottom of the General Tab. Click OK to close the window.

3. Double left-click on the BounceBack Data Transfer download file.
4. Click Yes to launching the software and to the User Account Control Prompt (If UAC is enabled).
Activate the software

You will be prompted to enter your activation code once BounceBack Data Transfer has been launched.
You can also register with CMS by clicking on the Register button.

License Agreement

m Please read the following license agreement carefully.

END USER LICENSE AGREEMENT

Pl

This END USER LICENSE AGREEMENT (the “Agreement”) 1s a legal
agreement by and between You and CMS Products. (“"CMS™). If you click *T
Accept” button . it shall be deemed that You have accepted the terms and
conditions of this Agreement and that a license agreement for the Software has
heen formed  Therefare nleace read thiz Aoreement carsfullv hafare Von inetall

Please Enter Your Activation Code:

You are now ready to use BounceBack Data Transfer to perform “Your First System Transfer”.




5. How To Perform Your First System Transfer

Once the software has been successfully launched, the BounceBack Data Transfer software will begin to
configure your first system transfer. The software will automatically detect all possible destination drives
and you will be prompted to select one in order to begin the system transfer.

Note: It is important that you save your open files and close them prior to starting
the system transfer.

Performing a System Transfer

It is very simple to perform your first system transfer using the BounceBack Data Transfer software. We
have provided you with an example on how to use the BounceBack Data Transfer software.

By now your CMS Data Transfer Kit should be connected to your computer (if applicable). You will select
the system transfer device of your choice and then click on Next. BounceBack Data Transfer can perform
a system transfer to a secondary internal hard drive, external USB 2.0 and 3.0 locally attached drive, or
an external locally attached E-SATA drive.

Note: All data on the selected device will be deleted by BounceBack when it preps
the drive for the system transfer.

(Example)

j’ BounceBack Transfer

Please Select Your Target Drive

SATA 40 GB

Click Next to Transfer Your System to the Selected Target Drive

Source Drive @ Target Drive Selection

BounceBack Transfer will transfer the entire contents
Model : VMware, VMware... of your system to the target drive, including your
- - applications, all your data, and the operating system.
e Capacity : 40 GB PP ALy P 9%
S

Used Space: 14.4 GB 8 Selact the target drive from the list above.
SATA Drive Letters :

EMS

If your target drive is not listed above, please ensure
that the drive cables are connected properly.




BounceBack Data Transfer will then analyze your source drive and verify that the system transfer will fit
on the system transfer device that you have selected. BounceBack will notify you if the system transfer
will be too large for your system transfer device. We recommend viewing the Performing a System

Transfer to a Smaller Drive section in this manual if your system transfer device is smaller than your

computer’s hard drive.

(Example)

BounceBack Transfer

BoungeBack -....,,..

Create Target Disk Configuration

Source Drive : VMware, VMware Virtu ~ Capacity : 40 GB Interface : SATA

)
40.0 GB NTFS

Target Drive: VMware,_VMware Virtu Capacity: 40 GB Interface: SATA

0 Calculating Target Disk Configuration... Please Wait

BounceBack Data Transfer will then give the user the option to adjust the partition structure on the
system transfer device if it detects that the system transfer will fit on that drive. Click on the Next button

to proceed to the next step.

(Example)

BounceBack Transfer

BoungeBack -....,,..

Create Target Disk Configuration

Source Drive : VMware, VMware Virtu ~ Capacity : 40 GB Interface : SATA

(&)
40.0 GB NTFS

Adjust Target Drive Sizes by Moving the Drive Separator Bars

Target Drive: VMware, VMware Virtu Capacity: 40 GB Interface: SATA

Voll
40.0 GB NTFS

Res Yefault Drive




You will be asked to confirm that you have selected the correct device for this system transfer. The data
found on the selected device will be deleted once you have confirmed your selection.

(Example)

BounceBack Transfer

Ready to Start the Transfer Process

Please Click the Confirmation Switch Below, then Click Next

Target Drive

VMware, VMware Virtu

y (_No .l I have confirmed the contents of the target drive.
After clicking 'Next’, all data on the target drive will be erased.

BounceBack Data Transfer will then partition and format the system transfer device before starting the
transfer.

(Example)

Transfer: C;)nﬁgure
BoungeBack ...,
Partitioning the Target Disk... Please Wait

Source Drive : VMware_VMware Virtu ~ Capacity : 40 GB Interface : SATA

(@]
40.0 GB NTFS

Target Drive: VMware, VMware Virtu Capacity: 40 GB Interface: SATA

Voli
40.0 GB NTFS

s @2




You will receive a progress indicator once the system transfer has started. You may also enable the
shutdown toggle if you would like for BounceBack to power off your computer once the backup is
complete.

(Example)

Transfer: 5%

BoungeBack -....,,..

System Transfer in Progress

Target Drive
Model : VMware, VMware Virtu

SATA Capacity: 40 GB
Transfer Totals

Data Transfer :

Current File : C:\Users\Public\Desktop\desktop.ini

ﬁ Files Transferred : 2,653 96,629

- Bytes Transferred : 827.12MB 14.5 GB

( No . Shutdown the System When the Transfer Process Completes

cHis @@

BounceBack Data Transfer will present you with a System Transfer Complete screen at the end. You may
close the BounceBack Data Transfer software after completing your system transfer. There is no need to
uninstall the software because the software was launched and not installed.

(Example)

Transfer Successful

BoungsBack ...

System Transfer Complete

Target Drive
Model : VMware, VMware Virtu

SATA Capacity: 40 GB
You Can Replace Your Hard Drive After Shutting Down the System

Transfer Totals Transfer Statistics
Files: 95,854 Elapsed Time : 00:40:27
Folders : 17,254 Transfer Rate: 389 MB / Minute

Bytes : 15.2 GB Status: Transfer Successful

Xit
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Performing a System Transfer to a Smaller Drive (if applicable)

We normally recommend performing a system transfer to a hard drive that is the same size as your
computer’s hard drive. Or even to a larger hard drive.

However, we are aware that the needs for every user are unique. Some users might be adapting to solid
state drive (SSD) technology. Most of the users that are seeking to upgrade to an SSD will be migrating
their data from a larger HDD to a smaller SSD.

BounceBack Data Transfer 14 is ready to assist these users by including a file exclusion utility that allows
users to manually exclude files that they do not want to copy to their SSD while retaining the operating
system and programs.

The file exclusion utility will appear when you attempt to perform a system transfer to a drive that will not
be able hold the entire used disk space found on your computer’s hard drive. You will have to exclude data
from the system transfer drive until the file exclusion utility reports that you have 0 files to exclude. The
system transfer process will resume once you have made the necessary file exclusions.

(Example)

Baun@ﬁq(%

The target drive you have selected is not large enough.

Click ‘Next' to select data to exclude from the transfer process.




You have the option to use the basic or advanced file exclusion utility. BounceBack will launch the basic
file exclusion utility by default.

The basic file exclusion utility will only allow you to exclude the entire contents found in folders that have
a large amount of data.

(Example)

BoungsBack ...,

Please Select Data to Exclude from the Transfer Process

7.9 GB [] & Libraries Data Exclusion

2044 KB ] |jg Downloads 36.5 GB Source Drive Data Size
0B[] |8 Videos Target Drive Size
B[] M Music 7.0 GB Data Needed to Exclude
9 ME [] |2 Pictures 0 Bytes Data Pre-Selected to Exclude
VB[] Bl Desktop

73 GB :| Documents
e Target Drive : |
] VMware, VMware Virtu

Advanced Folder & File Selection |
L 36.5 GB Transfer Total

M Remove Windows Temp Folders 8.4 GB
M Empty Recycle Bin 0.0B

The advanced file exclusion utility will allow you to exclude specific files from the system transfer device.

(Example)

0E [ |jg Downloads L | Ttwiizil,jpg
[ & videos
504.0E [ g Music
17.7 ME [[] Ml Desktop

15.0 GB [ |E| Documents

L 1zhrlpbx.jpg
L 3wixscrb.jpg
L 40cnfaws.jpg
L Svktgfvb,jpg
| addoshyh,jpg
| cblofk43.jpg
4 1646 ME [[] M Source Drives

1646 MB [ & €\

|| desktop.ini
| fanlyokijpg
L fywrdof3.jpg
| hjetw2qcjpg
| hucOushfjpg

I D000 00 ODEEOEO

Please select folders and files to exclude from the transfer process.

| oK ]
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6. Installing Your New Hard Drive

Note: Before performing the following procedures you should review the
documentation that came with your computer and follow safety precautions set
forth therein. You should visit your computer’s manufacturer website for detailed
information on how to install a new hard drive.

Note: Do not remove the hard drive while the computer is on or in sleep / hibernation
state. Use caution after the system has been turned off, the drive may be hot.

1. Preserve your data

If you've used the BounceBack Data Transfer software to transfer your data from your
original drive to your new drive, you're ready to exchange your original and new drives.

2. Remove the old disk drive

Follow these steps to remove and replace your old drive. We are including an example on how to remove
the hard drive found in a Dell Latitude E6400 laptop.

(A) Make sure your computer is turned off and the rechargeable battery has been
removed. Close the display and turn the computer over on a clean flat surface,
and keep the front of the machine towards you. If you have difficulty locating
your notebook hard drive, refer to your notebook documentation for further
assistance.

(B) Locate and remove the two screws that hold the drive in place on the bottom of the
computer. If you have the front of the computer facing you, the screws will be
located near the front of the system over to your right. Once the screws are
removed the drive will slide out, as shown in figure 1 below.

Figure 1
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3. Install the new drive

Install your new disk drive by following these steps:

(A) Install the disk drive into the computer by reversing the process mentioned above. Make
sure the disk drive is fully seated in the computer.

(B) Replace the screws previously removed in figure 1. The installation is now complete.

4. Setting up your new drive

If you used BounceBack Data Transfer software to transfer your data, your installation is
complete. Turn on your computer and you’re back at work.

5. Review

Use BounceBack Data Transfer software to transfer your data. If you don’t use BounceBack Data
Transfer software, back up your data by any means available to you.

Remove the drive-retaining screw(s).
Remove the drive from the computer.
Install the new drive into the bay.

Replace the drive cover and screw(s).

The installation is now complete. You may now run your computer using the new hard

drive.
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7. Initializing Drive Security

The CMS Data Transfer Kit is bundled with an installation CD for Wave Embassy Security Center. The
Wave software can be utilized to initialize drive security on SED (Self Encrypting Drives). Although the
self-encrypting drive is always encrypted, data will not be protected from unauthorized access until the
drive is initialized and locked.

Operating System Requirements for Wave Embassy Security Center:
- Microsoft Windows 7, 32 bit or 64 bit Professional, Enterprise, or Ultimate.
- Microsoft Windows Vista 32 bit or 64 bit, Enterprise or Ultimate. SP2 or higher required.
- Microsoft Windows XP Professional 32 bit SP3, or 64 bit, SP2 or higher.

*NOTE: The Microsoft .Net Framework 3.5 SP1 also is required. If not already installed the
software can be downloaded from Microsoft at:

http://msdn.microsoft.com/en-us/netframework/cc378097
*Visual C++ 2008 Redistributable is required, and is installed automatically by the ESC installer

Wave Embassy Security Center Installation Procedure:
User must have administrative privileges to install.

1. Run the "WaveSetup.exe" file in the root directory of your installation disc.
2. The installation wizard will guide you through the installation
and setup of the EMBASSY Security Center.
3. You will be prompted to restart the computer following the installation.
4, Have your activation code readily available. You will be prompted to activate the software

when you launch the Embassy Security Center. An example can be seen below. The Wave
activation code will be located on your warranty card.

Please Activate @

== You must activate to continue using EMBASSY Secunity Center.

BN Ater 10 day(s), EMBASSY Security Center will no longer open.

A 0% Activation over the internet is simple and quick and you are not
required to provide any personal information.

| Activate Now | [ Activate Later ]
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Initializing Drive Security

To initialize the drive through ESC (Embassy Security Center), follow these steps:
1) Open Embassy Security Center and then select the "Trusted Drive” tab at the left.

2) In the middle of the screen there is a dropdown menu. Select your computers new boot drive from
the dropdown menu and click “Initialize.” An example can be seen below.

. EMBASSY Security Ce
EMBASS »aSegrity'Center

Trusted Drive

1 'S

Embassy Home

Embassy .
m Trusted Drive Serial Number W0Q1YX04

manages the Drive Volumes E
Windaws Login  [CIULELER Drive Security OFF
security X ’
features of a Drive Locking OFF
Trusted Drive. Remote Management
Trusted Drive
Remote Recovery

Authentication Method

Select Drive:
[E] v

Trusted Drive Security Settings Initialize

Password Setting

Enroll Authentication Factor

More Information

TPM Security Chip Status: @) Disabled Not Owned @

3) ESC will notify you that Sleep/Standby are not supported with an initialized drive, and will change
your Windows settings from Sleep to Hibernate. An example can be seen below.

Embassy Trusted Drive Initialization Wizard

Your system configuration does not support Sleep.

The advanced security features of this solution are not compatible
with Stand By/Sleep. Your PC will be configured to enter hibernation
mode instead of Stand By/Sleep mode.

Ensure that Hibernation is enabled on the PC.
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4) In the next screen, enter a valid Windows username. The first user added will be the drive
administrator. Only a user that has previously logged into the computer can be selected and added to
the drive, unless the user is added to the drive remotely using the ERAS server (sold separately). All
available users who can be added to the drive can be found by clicking “Select”. The drive administrator
can add additional users to the drive, disable the security of the drive, or cryptographically erase the
drive. There may only be one drive administrator per drive. A password that meets the Windows
password complexity requirements must be entered. Password complexity requirements that are
enforced for your system may be viewed from the Windows Control Panel > Administrative Tools > Local
Security Policy > Account Policies > Password Policy.

5) Enter the username and password again at the practice screen, and click verify. This step is
mandatory, in order to prevent lockout in the case of a forgotten username and/or password.

Embassy Trusted Drive Initialization Wizard

IMPORTANT: Unless a person has the proper username and password to
“unlock™ the Trusted Orive, the drive will remain “locked” and all access to data
on the drive is denied.

To preventa lockout situation, please prachice entenng the Trusted Drive
administrator credentials as these will be required the next time this
system is powered on_

Uzername: Administrator

Domain/Computer: DOCENY

Password: w—

Vernfication successful, press Next.

6) You will be prompted to back up your username and password. You can save it as an electronic file
or print it out and keep it in a secure place. Do not save it to your computers boot drive, or you will not
be able to access the password backup when you have forgotten your password. You will be prompted
to acknowledge if the backup was successful.

Self-Encrypting Drive

e
.,Lﬁ Please acknowledge whether vour print or backup was successful.
-\.r}-\.

%)
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7) A “Drive Initialized” screen will display. The security has been enabled on this self-encrypting drive,
and password authentication will be required to access the data. Click "Done” to complete the process.
Your new SED now has drive security initialized.

Embassy Trusted Drive Initialization Wizard @

Drive Initialized

Note: Wave Embassy Security will add a Pre-boot authentication screen that will ask for you to
authenticate your SED drive prior to gaining access to Windows when you power on your computer. An
example can be seen below.

Refer to the user manual for more details and additional installation options and enhancements. The
manual can be found in the Documentation folder within the Wave installation CD.
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8. Support

Helpful Information

System transfers to drives larger than 2TB can only be done in systems that are in UEFI and GPT mode.
MBR systems can only be used to perform system transfers to drives that are 2TB or smaller.

Contact Technical Support

oIf you require assistance, you may contact our technical support department directly.
1. Email: support@cmsproducts.com Mon - Fri
2. Support Forum: http://www.cmsproducts.com/boards

To obtain a most recent copy of this manual visit the following web page:
http://www.cmsproducts.com/boards/forum/11/guides-and-manuals
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